Cyber counselling: Ethics and technology
Maureen McEvoy, MA, RCC

November 7, 2012
Samples of confidentiality notices on email:

Notice of Confidentiality: This email, and any attachments, is intended only for useby the addressee(s) and may contain privileged or confidential information. Any distribution, reading, copying or use of this communication and any attachments by anyone other than the addressee, is strictly prohibited and may be unlawful. If you have received this email in error, please immediately notify me by email(by replying to this message) or telephone (707-xxx-xxxx), and permanently destroy or delete the original and any copies or printouts of this email and any attachments. OR

      Anything contained in this email is confidential, and may not be forwarded without permission.  For all urgent or time sensitive matters, please use voicemail (604-873-3278, ext 1). 

Things regulatory bodies want us to think about:

· Clarify that your insurance covers such activities.
· Provide online security (i.e., use passwords, encryption, etc.).
· Establish a means to verify the client’s identity, particularly if there is a concern that the client is a minor.

· Clarify regulations in the client’s jurisdiction for age of consent, child abuse reporting requirements, and the like.
· Establish procedures to be followed in an emergency situation, including alternate methods of contacting clients and identifying local resources that can be accessed during such times.
· Discuss what types of counselling are appropriate for online counselling. 
· Develop a means of appropriate assessment.
· Clarify jurisdictional requirements regarding licensure or certification. (This may include being licensed or certified in both a client’s home jurisdiction as well as being licensed or certified in the clinician’s home jurisdiction.)
· Establish steps to be taken in the event of technology failure.
· Discuss if, how, and how long session data are being preserved.

We are not very compliant!

· ( Shaw & Shaw, 2006) found that online counsellors have not adopted some of the recommended best practices. Specifically: 

·        Only one-third  of the online counsellors required an intake procedure and an electronically signed waiver explaining limits of confidentiality on the Internet.

·       Less than one-half  of the online counsellors required the client to give his or her full name and address

·       Less than half (1/2) of the websites provided a statement concerning circumstances when confidentiality must be breached.

·      Only one-third (1/3) of the websites provided a statement that the Internet is not completely secure and that confidentiality could not be guaranteed.
· Only  half (½) of the websites provided a statement that online counselling is not the same as face-to-face counselling
Levels of personal and professional privacy:
(and why it’s useful to occasionally  Google yourself...)
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Concerns about websites:

· Collide of Personal and professional  information
· Types of websites
1)  Passive websites, 
2)  Interactive business sites, and 
3)  Intermediate websites (Intermediate Web sites are more interactive than passive sites, but unlike business sites, they do not involve financial transactions
Inviting contact through a Web site may increase the risk of inadvertent  therapist-client relationships. Psychiatrists who wish to make their e-mail addresses available to colleagues but to discourage unsolicited "patient" e-mail may post a warning on the Web site next to the e-mail address—for example, "E-mail is not an appropriate way to conduct a professional relationship, and patients should not send messages by e-mail." 
Other suggestions to achieve the highest ethical standards on your website include: 

· Providing  full contact information, certification and licensing  information, 
· Providing a link to websites of all appropriate certification and regulatory bodies to facilitate consumer protection, 

· Disclose any and all fees for your services and goods, 
· Disclose any financial sponsorship for your Web site, 

· Distinguish between advertising and informational content, 

· Clearly indicate the author(s) of all content on the site, 
· Provide reference to published literature, including hyperlinks when available. (A hyperlink allows a visitor to click on it and be connected to another web site that has further information about the research). 
· If visitors have the capacity to email you on your Web site, provide an anticipated response time and limits of communication. And set any limits to what's appropriate to email you about.... 
A possible reply to client imitated contact via social media:

I am legally and ethically unable to provide psychological advice,
diagnoses, or assessments via email to people who are not my clients.

If you have concerns you wish to discuss, you may contact me directly at 604-123-4567 or if you live outside of Vancouver you may consider contacting a therapist who lives in your area and scheduling an
appointment to discuss these matters with them.
Is it ok to Google clients?
Zur (2012) suggests that counsellors seem to generally fall into four basic categories when it comes to the question of conducting web searches of their clients. These groups are not necessary mutually exclusive. The first group’s view is summarized in one psychotherapist’s comment “A psychotherapist has just as much right to Google a patient as any patient has to Google their psychotherapist. If it is public information, which includes most information available on the Internet, then anyone can look at it.” Some psychotherapists in this group do not view informed consent as neither necessary nor mandatory. The second group focuses on the aspect of informed consent and emphasizes that clients must be aware that their psychotherapists may or routinely Google them. This group also emphasizes the importance of informed consent and asserts that psychotherapists must discuss the matter with their clients prior to Googling them and receive the clients’ consent prior to conducting the search. The third group views the whole general idea of psychotherapists searching their clients to be negative, voyeuristically based and counter clinical. They view it as being intrusive to their clients’ lives, potentially disruptive to the therapeutic frame, and generally detrimental to clinical work. The focus of this group is to maintain clear boundaries that support the ‘therapeutic frame.” The fourth group shares some of the views of the second and third groups and considers the act of psychotherapists searching their clients online similarly to collecting information from a third party, with the implication that informed consent is mandatory. 

Scant literature form the regulatory bodies says no but form your policy and inform your clients .

Resources for online education:

· Zur Institute - http://www.zurinstitute.com
· Keely Kolmes - http://drkkolmes.com
· TILT  Magazine– therapeutic innovations in light of technology - http://onlinetherapyinstitute.com
· Online Therapy Institute - http://onlinetherapyinstitute.com/workshops-and-training/
· World online  therapy – therapyonline.ca

Examples of Social media policies for counsellors:

· BC Association of Clinical Counsellors (2011) Standards on the use of technology in counselling 

http://bc-counsellors.org/wp-content/uploads/2011/02/7BCACC-Standard-Use-of-Technology-2011.pdf  
· http://drkkolmes.com/for-clinicians/social-media-policy/
· http://onlinetherapyinstitute.com/ethical-framework-for-the-use-of-social-media-by-mental-health-professionals/
· Ethics Codes On Record Keeping and Informed Consent In Psychotherapy and Counselling  http://www.zurinstitute.com/ethicsoftelehealth.html
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Let’s think about this Johari window as we reconsider issues related to Facebook, blogs, Twitters, etc
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